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	Abstract:  The digital era has introduced new forms of child violence, which necessitate an evaluation of Indonesia's Child Protection Law (UU Perlindungan Anak). This study aims to analyze the effectiveness of the Child Protection Law in preventing and addressing child violence in the digital age, with a focus on the roles of government, law enforcement, society, families, and digital platform providers. A key contribution of this research is its holistic approach to the entire spectrum of child violence, thereby bridging the often-separated aspects of conventional law and the dynamics of cybercrime. Utilizing a mixed-methods approach, data were collected through in-depth interviews with stakeholders, focus group discussions, surveys, and document analysis, and subsequently analyzed within the framework of Legal Effectiveness Theory. Findings reveal significant challenges in implementing the Child Protection Law, including slow regulatory adaptation, inadequate law enforcement capacity, low digital literacy, and insufficient proactive commitment from digital platform providers. Case handling, from reporting to victim recovery, faces substantial obstacles, such as jurisdictional complexities and the provision of holistic support. This research has significant social implications for enhancing public awareness and promoting active community participation, while also informing policy reforms and institutional capacity building to foster a safer digital ecosystem for Indonesian children. Recommendations call for responsive legal reforms, strengthened capacities among actors, integrated cross-sector collaboration, and widespread digital literacy.
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	Abstrak: Era digital membawa bentuk baru kekerasan terhadap anak sehingga diperlukan Evaluasi terhadap Undang-Undang Perlindungan Anak. Penelitian bertujuan menganalisis efektivitas UU Perlindungan Anak dalam upaya pencegahan dan penanganan kekerasan anak di era digital, melibatkan peran pemerintah, penegak hukum, masyarakat, keluarga, dan penyedia platform digital. Penelitian memiliki kebaruan pendekatan holistik terhadap seluruh spektrum kekerasan anak yang kerap memisahkan aspek hukum konvensional dengan dinamika kejahatan siber. Penelitian menggunakan mix method, data dikumpulkan melalui wawancara mendalam dengan pemangku kepentingan, diskusi kelompok terfokus, survei, dan analisis dokumen, serta dianalisis dengan kerangka Teori Efektivitas Hukum. Hasil penelitian menunjukkan tantangan implementasi UU Perlindungan Anak diantaranya adaptasi regulasi yang lambat, kapasitas penegak hukum yang belum memadai, rendahnya literasi digital, serta kurangnya komitmen proaktif penyedia platform. Penanganan kasus, dari pelaporan hingga pemulihan korban, menghadapi kendala signifikan dalam pembuktian digital, yurisdiksi, dan penyediaan dukungan holistik. Penelitian berimplikasi secara sosial dalam meningkatkan kesadaran publik dan partisipasi aktif masyarakat, serta memandu reformasi kebijakan dan peningkatan kapasitas institusional guna menciptakan ekosistem digital yang lebih aman bagi anak-anak Indonesia. Rekomendasi penelitian menuntut reformasi hukum yang responsif, penguatan kapasitas aktor, kolaborasi lintas sektor terintegrasi, dan program literasi digital masif.
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INDTRODUCTION
Intense interactional patterns necessitate effective regulation. Child protection in the digital era has become an urgent issue, especially as inadequate parental guidance can lead to negative impacts on child development, such as exposure to explicit content and screen addiction (Amzalag & Gross, 2026). Law No. 35 of 2014, which amends Law No. 23 of 2002 concerning Child Protection, is expected to provide a robust legal foundation for safeguarding children from various forms of violence, including those occurring in the digital environment (Kuswardani & Paramita, 2023).

There is a high incidence of child violence cases, both in the physical world and the digital sphere. In numerous instances, children frequently fall victim to sexual violence, sexual exploitation, and commercial sexual exploitation, highlighting the need for a shift from retributive to restorative legal protection (Yuliartini et al., 2025). Furthermore, children are also vulnerable to other issues, such as cyberbullying and the utilization of children for sexual content in the digital environment, which are increasingly associated with mental disorders and long-term health risk behaviors (Mathews et al., 2026). These problems are becoming increasingly concerning with the escalating use of technology and digital media by children, which can also facilitate domestic surveillance and privacy harms (Bagheri, 2026).

The phenomenon of violence against children is a serious and evolving issue, particularly with the advent of the digital era, which has broadened the dimensions of threats. Although the Child Protection Law (UU Perlindungan Anak) has been designed to provide a comprehensive legal framework for protecting children, a significant gap exists between the normative objectives of this legislation and its capacity for effective implementation in addressing the complexities of violence in the digital domain, particularly in rural or migrant-sending communities (Maemunah et al., 2026). Previous studies have tended to focus on conventional child violence or analyze legal aspects partially. However, few have holistically and deeply evaluated the effectiveness of the Child Protection Law in the specific context of preventing and handling new forms of online violence, such as cyberbullying, Child Sexual Exploitation Material (CSEM), or cyberstalking (Gale et al., 2025). This research gap underscores the urgent need to address the lack of understanding regarding the relevance and effectiveness of legal responses in the rapidly evolving technological landscape (Fedro & Arifin, 2025).
The massive development of digital technology has brought significant advancements. However, it has also opened new avenues for practices of child violence, making it a contemporary issue that requires serious attention. Various studies have examined the increase in cyber-based child violence cases and their resulting psychosocial impacts, which often manifest as mental disorders and long-term health risk behaviors (Blake et al., 2025). Digital literacy and awareness of online risks have become central topics, prompting diverse educational and advocacy initiatives from various stakeholders. Globally, many countries are endeavoring to adapt their legal and policy frameworks to address these challenges; however, technological innovation often outpaces regulatory adaptation, especially concerning privacy harms and emerging digital threats (Bagheri, 2026). In Indonesia, despite ongoing discourse regarding the role of the Child Protection Law in safeguarding children from cybercrime, there remains a lack of comprehensive systematic evaluation concerning the extent to which existing legal provisions can effectively prevent and prosecute cases of child violence in the digital era, particularly in terms of policy implementation at the local level (Maemunah et al., 2026).
Based on the identified research gaps and the current state of research, this study aims to thoroughly analyze and evaluate the effectiveness of the Child Protection Law in preventing and addressing child violence in the digital era. The specific objectives of this research are to identify the extent to which the provisions within the Child Protection Law can be optimally applied to various forms of digital-based child violence, to examine the facilitating and inhibiting factors in its implementation, and to formulate adaptive and proactive policy recommendations and practical strategies to enhance child protection in cyberspace. The findings of this research are expected to make a substantial contribution to the development of more effective legal frameworks and interventions in safeguarding the safety and well-being of children amidst the challenges of the digital era.

Several previous studies have explored the importance of legal protection for child victims of violence and exploitation, as well as the efforts that can be made to prevent and address these issues (Gale et al., 2025). However, there is still limited research specifically examining the effectiveness of the Child Protection Law in dealing with the increasing issue of violence against children in the digital era. Earlier studies tend to focus on general aspects of legal protection for children, such as in cases of child marriage or domestic issues, without providing an in-depth analysis of the law's implementation within the context of digital challenges (Nastiti et al., 2023).

This research evaluates the extent to which the Child Protection Law can be effectively applied to prevent and handle violence against children in the digital environment, especially regarding the protection of children's rights and the best interests of the child (Fedro & Arifin, 2025). This study is crucial for understanding the obstacles to implementing the law and for formulating policy recommendations that can strengthen child protection in the digital age, particularly through a human rights-based approach to legal protection (Yuliartini et al., 2025).
METHOD
This research employs a qualitative approach, complemented by a comprehensive literature review. Primary data will be collected through interviews with relevant stakeholders, including government bodies, child protection agencies, and civil society organizations. Secondary data will be compiled from relevant literature, including academic journals, books, and prior research reports. Utilizing a qualitative methodology, this research will primarily focus on developing an in-depth understanding of the effectiveness of the Child Protection Law in the digital era, particularly from the perspectives of those directly involved (Tisdell et al., 2025). The research data will thus encompass subjective experiences, complex interpretations of the law, and social and psychological dynamics that cannot be quantitatively measured (Lungu, 2022). Its primary objective is to construct meaning and identify patterns emerging from narrative data, thereby providing a holistic overview of how this law is implemented, the challenges encountered, and the impacts experienced by various parties. An interpretive paradigm will guide this research, seeking to understand the social realities constructed through the interactions and perspectives of the actors, rather than merely pursuing a single, objective truth.

Data collection methods will include in-depth interviews and focus group discussions (FGDs), supported by document analysis (Morgan, 2022). In-depth interviews will be conducted with key stakeholders, specifically: (1) academics and legal practitioners with expertise in child protection law and cyber law; (2) law enforcement officials (e.g., cyber police, prosecutors, judges) involved in handling cases of online child violence; (3) government officials from relevant ministries/institutions (e.g., the Ministry of Women's Empowerment and Child Protection (KemenPPPA) and the Ministry of Communication and Informatics (Kominfo)); (4) activists and victim advocates from non-governmental organizations (NGOs) working in the field of child protection; (5) representatives from digital platform providers; and (6) parents/guardians and child victims of digital violence. For the interaction with children and vulnerable groups, the study adheres to strict ethical protocols and requires informed consent, acknowledging the specific methodological considerations when researching rights with children (Karlsson, 2023).
RESULT AND DISCUSSION
Identification of Forms of Child Violence in the Digital Era

The rapid advancement of digital technology in Indonesia, while creating opportunities, also fuels new, complex forms of child violence facilitated by technology, the internet, and digital communication. Most alarming are Online Child Sexual Exploitation and Abuse (OCSEA) across various digital platforms, and rampant technology-facilitated online gender-based violence. Key manifestations of digital child violence in Indonesia include: cyberbullying, causing psychological distress and isolation; digital grooming, where perpetrators build trust for online exploitation; and the dissemination of Child Sexual Abuse Material (CSAM), involving its production and widespread internet distribution, permanently damaging a child's privacy and dignity (Blake et al., 2025).

The implications of these forms of digital violence in Indonesia are profound, affecting children's mental health, social development, and physical safety. Widespread internet access, early use of smart devices, and uneven digital literacy among children and parents make them vulnerable to criminal modus operandi, including risks associated with smart home environments and digital surveillance (Bagheri, 2026). The characteristics of anonymity, the speed of information dissemination, and the global reach of the internet also complicate prevention, tracking, and law enforcement efforts against perpetrators. Therefore, a thorough identification and in-depth understanding of these forms of violence are crucial for formulating more adaptive and effective protection strategies in Indonesia, particularly by integrating human rights-based legal protection to restore the dignity of victims (Yuliartini et al., 2025).

Furthermore, the effectiveness of these protection strategies heavily relies on the synergy between national legislation and local implementation. In the Indonesian context, addressing digital violence requires a multilevel approach that involves not only central government regulations but also the active participation of institutional stakeholders in rural and migrant-sending communities (Maemunah et al., 2026). Without a systematic evaluation of how current laws, such as the Child Protection Law, intersect with the evolving technological landscape, children will remain at high risk of falling through the gaps of legal enforcement (Fedro & Arifin, 2025).
Analysis of the Substance of Articles in the Child Protection Law

Law No. 35 of 2014, concerning Amendments to Law No. 23 of 2002 on Child Protection (the Child Protection Law), provides a fundamental legal framework for safeguarding children from various forms of violence. Generally, Articles 1, 2, and 3 of this Law outline the fundamental rights of children, encompassing the rights to life, growth, development, participation, and protection from violence and discrimination. These principles, although formulated before the digital era reached its peak, inherently cover the online domain, affirming that children's rights are not diminished simply because interactions occur virtually (Neville et al., 2026). The most relevant article is Article 76E, which explicitly prohibits any person from committing violence or threats of violence, economic or sexual exploitation, neglect, abuse, and/or involving children in prostitution networks. The broad phrases "violence" and "economic or sexual exploitation" allow for a teleological interpretation to encompass digital actions such as cyberbullying and Online Child Sexual Exploitation and Abuse (OCSEA) (Mathews et al., 2026).

Indonesian legal articles addressing child violence, such as 76E and 76G, implicitly cover digital cybercrimes like online grooming, sextortion, and CSAM dissemination under "sexual exploitation." "Violence" and "abuse" in Article 76E can also encompass cyberbullying. However, the lack of explicit "digital" or "online" terms in these articles creates interpretive and evidentiary challenges for law enforcement, necessitating adaptable judicial approaches that prioritize the best interest of the child (Fedro & Arifin, 2025). This underscores the need for a shift from retributive measures to restoration-based legal protection that focuses on the victim's recovery and dignity (Yuliartini et al., 2025).

Moreover, while the Child Protection Law (Articles 59, 60, 72-74) mandates state and societal roles in child protection, its effective implementation in the digital era faces hurdles. It requires specialized digital forensics, cross-border collaboration, and coordination with tech platforms. Gaps in policy implementation at the institutional level, especially in rural or vulnerable communities, often hinder comprehensive protection (Maemunah et al., 2026). Furthermore, the massive development of technology often outpaces regulatory adaptation, exposing children to new harms like domestic surveillance and privacy breaches (Bagheri, 2026). Therefore, despite a strong legal framework, its efficacy hinges on responsive regulations, enhanced law enforcement capacity, and systemic adaptation to evolving cybercrime dynamics.
Evaluation of the Effectiveness of Child Protection Law Implementation

The implementation of the Child Protection Law in efforts to prevent child violence in the digital era faces significant challenges, despite governmental and law enforcement efforts to formulate policies. The role of the government, in this case, the Ministry of Women's Empowerment and Child Protection (KemenPPPA) and the Ministry of Communication and Informatics (Kominfo), is crucial in drafting derivative regulations and campaigning for digital literacy. For law enforcement officials, limitations in cyber investigation capacity, a lack of adequate digital forensics, and insufficient inter-agency coordination in tracking perpetrators across jurisdictions often result in difficulties in processing initial reports and delivering a strong deterrent effect (Hasbi et al., 2025).
Societal and familial roles in preventing digital child violence remain suboptimal. Despite parental responsibility outlined in the Child Protection Law, low digital literacy among many Indonesian parents hampers effective online monitoring, which is critical given that children are increasingly exposed to explicit content and screen-based risks at an early age (Amzalag & Gross, 2026). Inconsistent awareness campaigns, social stigma, and insufficient knowledge of reporting mechanisms often result in digital child violence cases going unreported or delayed, hindering prevention and worsening the long-term psychological impact on victims (Mathews et al., 2026).
The Child Protection Law's effectiveness against digital violence also depends heavily on digital platform providers. Despite some security features, their commitment to handling child violence reports varies, often being reactive and lacking transparency. Challenges in cross-country privacy policies further obstruct systematic prevention, necessitating a more robust legal framework that prioritizes human rights and restorative justice for victims (Gunawan et al., 2025). Overall, effective implementation requires significant strengthening through regulatory harmonization, enhanced capacities, and widespread digital literacy education. This must be supported by adaptive policies that ensure the best interests of the child are upheld across all legal and social platforms (Aulia et al., 2025).
To ensure the effective implementation of the Child Protection Law, particularly in addressing the challenges of the digital era, a coordinated and adaptive multi-stakeholder approach is essential. Based on previous analysis and the principles of legal effectiveness, several key strategies can be adopted:

1. Adjustment and Strengthening of the Legal Framework and Derivative Regulations.

The Child Protection Law needs to be enriched with more specific and responsive derivative regulations concerning the evolving modus operandi of digital violence. This includes clarifying the definition of "violence" in the online context, further regulating the responsibilities of digital platform providers, and establishing stricter data protection mechanisms for children. The government must be proactive in implementing regulations that can effectively prosecute cybercriminals and provide a strong legal framework for prevention and handling efforts, including provisions on digital forensics and relevant electronic evidence in court, while ensuring that these legal instruments are applied ethically and responsibly in the digital age (Morgan, 2022).
2. Capacity Building and Cross-Sectoral Collaboration

The effectiveness of implementation heavily relies on the capacity of the implementing actors. Law enforcement agencies (National Police, Attorney General's Office) must be strengthened with specialized training in cybercrime, the development of dedicated cyber units responsive to child-related cases, and the provision of the latest digital forensic technology. Furthermore, strong collaboration among the government, child protection agencies, technology experts, psychologists, and digital platform providers is essential. Public-private partnership models, such as the formation of joint task forces or integrated reporting channels involving digital platforms, can accelerate case detection and handling, while also building an integrated and responsive protection ecosystem through rigorous qualitative evaluation of institutional coding and reporting standards (Lungu, 2022).
3. Digital Literacy, Community Participation, and Family Empowerment

Effective prevention begins at the community and family levels. Massive and continuous digital literacy programs should target children, parents, and educators, focusing not only on technology use but also on recognizing risks, internet ethics, and reporting procedures. The government and relevant institutions need to create easily accessible, secure, and stigma-free reporting mechanisms for child victims and their families, ensuring prompt follow-up. By empowering families through education and increasing community awareness about the importance of child protection in cyberspace, active participation in prevention and response will improve, making the Child Protection Law a living instrument implemented collaboratively through educational interventions that address the hygiene and safety management of the younger generation (Nastiti et al., 2023).
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Analysis of the Child Protection Law in Handling Cases of Child Violence

From an academic perspective, an evaluation of the effectiveness of Indonesia's Child Protection Law (UU Perlindungan Anak) in handling child violence cases in the digital era, from reporting to victim recovery, reveals a significant discrepancy between its normative legal framework and the complexities of digital realities.

At the reporting and investigation stages, the Child Protection Law provides a general basis for reporting all forms of violence (Articles 72, 73) and mandates law enforcement to follow up. However, in the digital era, this process is frequently hindered by the inherent characteristics of cybercrime, including anonymity, a cross-border nature, and electronic evidence that is highly vulnerable to deletion or manipulation. A pervasive lack of digital literacy among victims, parents, and even some officials often impedes swift and accurate reporting. Furthermore, the absence of explicit guidelines within the Law specifically addressing cyber violence reporting, coupled with limited resources and insufficient digital forensic capacity within law enforcement agencies, frequently leads to digital child violence investigations being protracted, difficult to trace perpetrators, or even stalled due to a lack of legally valid evidence (Morgan, 2022).

At the prosecution and judicial process stages, the effectiveness of the Child Protection Law also faces considerable challenges. Although Article 76E and other related criminal articles can be applied to prosecute perpetrators of digital violence, such as cyberbullying, grooming, or online child sexual exploitation (OCSE), the evidentiary burden for these cases in court is particularly high. Electronic evidence, such as chat logs, online video recordings, or screenshots, requires stringent forensic validation and analysis to be admissible and hold legal weight (Khan et al., 2025). The understanding of judges and prosecutors regarding the dynamics and technicalities of cybercrime also varies, which can significantly affect the quality and consistency of judgments. Additionally, conventional judicial processes often fail to fully accommodate the special needs of child victims of digital violence, risking re-traumatization due to repeated testimonies or confrontation with perpetrators, despite the Law's provisions for special treatment for child witnesses/victims (Rockström et al., 2025).

The effectiveness of the Child Protection Law in the aspect of victim recovery also warrants critical review within the digital context. The Law mandates special protection for children's rights, including access to health services and social rehabilitation (Articles 59, 60), as well as restitution and compensation. However, the psychosocial impacts of child violence in the digital era such as public stigmatization through the dissemination of exploitative content or doxing necessitate a far more complex and holistic recovery approach. Integrated psychological, social, and legal service networks that are responsive to digital trauma remain unevenly distributed and insufficiently specialized. The lack of emphasis on removing harmful digital footprints for victims, alongside long-term support to address trauma resulting from the permanent dissemination of sensitive material, suggests that the recovery aspect in implementing this Law has not yet fully adapted to the enduring nature of digital impacts (Karlsson, 2023). More focused and collaborative interventions from various parties, including digital platform providers, are critically needed to ensure that children's rights to recovery and social reintegration are effectively fulfilled.
Digital child violence in Indonesia notably manifests as cyberbullying and online child sexual exploitation (OCSE). Cyberbullying, often perpetrated by peers on social media, involves negative comments, rumor-spreading, or derogatory visuals. A striking example involved a high school student driven to depression and suicide attempts by school friends who spread edited, provocative photos and threats on Instagram and WhatsApp. While Article 76E of the Child Protection Law generally covers violence, tackling cyberbullying is severely hindered by anonymous perpetrators, the rapid dissemination of content, and a pervasive lack of digital understanding among authorities.

More horrifying are OCSE/digital grooming cases, where adults exploit children online for sexual purposes. A syndicate exposed in 2023 shocked the public by manipulating minors via online games and messaging apps into sending explicit content or meeting for abuse, with the material subsequently traded on the dark web. Despite Articles 76E and 76I criminalizing child sexual exploitation, the Child Protection Law struggles with tracing cross-border perpetrators, proving crimes with complex digital evidence, and providing adequate recovery for victims who face both profound abuse and indelible online exposure.

Sociological Analysis and Policy Recommendations for Child Protection in the Digital Era

The effective implementation of the Child Protection Law in the digital era confronts various complex sociological obstacles, indicative of a dissonance between the legislative intent and the social realities shaped by the digital revolution. A primary constraint arises from the widespread lack of digital literacy within the community. Many parents, despite acknowledging the ubiquity of technology, often do not fully comprehend the evolving landscape of online threats, such as cyberbullying and exploitation. This limitation hinders their ability to proactively and effectively monitor their children's online activities, especially when faced with challenging behaviors that emerge from intensive digital interaction (Kuswardani & Paramita, 2023).

Furthermore, the shift in social interaction patterns from predominantly offline to online environments diminishes traditional community oversight. This creates a space of anonymity that can inadvertently facilitate cybercriminal behavior while simultaneously complicating the identification and prosecution of perpetrators. Adding to these challenges, the persistent social stigma and the history of childhood experiences with domestic violence remain significant barriers to reporting and accessing crucial psychosocial support (Blake et al., 2025). This issue is further exacerbated by the limited resources and capacity of law enforcement officials, many of whom have not yet fully adapted to the rapidly evolving dynamics and complexities of cybercrime. To effectively address these sociological constraints and strengthen child protection in the digital era, a series of holistic and sustainable policy recommendations is imperative, including targeted educational interventions to improve awareness and safety management at the community level (Nastiti et al., 2023).

Firstly, strengthening inclusive and continuous digital literacy programs is fundamental. These programs should focus on educating parents about online risks and fostering open communication with their children. Concurrently, it is crucial to integrate child-friendly cybersecurity curricula into schools, supported by extensive public awareness campaigns.

Secondly, the development of child-friendly and stigma-free reporting mechanisms is essential. This encompasses creating secure and integrated online reporting platforms, establishing confidential support and counseling centers, and providing intensive training for public service officers and law enforcement personnel to ensure they are more responsive and empathetic.

Thirdly, increased multi-stakeholder collaboration must be actively encouraged. This involves strategic partnerships between government bodies and digital platform providers to develop robust security features and accelerate the removal of harmful content. This collaborative approach also empowers civil society organizations as the frontline in advocacy and assistance, while simultaneously strengthening international cooperation in addressing cross-border cybercrime.

Lastly, dynamic and sustainable adaptation of legal policies is key. This entails periodic evaluation of the Child Protection Law to ensure its continuous relevance in parallel with technological developments, enhancing law enforcement capacity through dedicated resource allocation and comprehensive digital forensic training, and imposing effective deterrent sentences for perpetrators of child-related crimes in the cyber domain.
Strategies for Enhancing the Effectiveness of the Child Protection Law

A foundational strategy for enhancing the effectiveness of the Child Protection Law (UU Perlindungan Anak) involves strengthening and adapting its regulatory framework. The Law requires revision or supplementation through Government Regulations/Presidential Regulations that explicitly define and criminalize specific forms of child violence prevalent in the digital era, such as cyberbullying, digital grooming, sextortion, and the production/distribution of Child Sexual Abuse Material (CSAM). These more precise definitions will significantly facilitate law enforcement efforts in processing complaints and gathering evidence, ensuring that the legal system remains responsive to the evolving social problems in urban and digital environments (Hasbi et al., 2025).

Furthermore, regulations are critically needed to obligate digital platform providers to adopt proactive measures in identifying, removing, and reporting content related to child violence, as well as to expedite responses to user reports. Strict sanctions for platforms that neglect their child protection obligations must also be formulated, consistent with the principles of due diligence and corporate social responsibility, thereby fostering a safer digital environment for children. Such measures are essential to silence perpetrators and protect victims from further human rights violations in the digital sphere (Hasbi et al., 2025).

The second policy recommendation focuses on comprehensive institutional capacity building and cross-sectoral collaboration. Law enforcement officials, including the police, prosecutors, and judges, must receive intensive and continuous training on cybercrime investigation techniques pertaining to children, digital forensics, and an understanding of the psychology of child victims of online violence. The establishment of integrated special units endowed with adequate authority and resources to effectively handle cases of child violence in the digital era is therefore essential to prevent environmental and social violations that often occur during conflict or rapid technological shifts (Sumarsono et al., 2019).
Close collaboration among governmental bodies (e.g., KemenPPPA, Kominfo), child protection agencies (e.g., KPAI), digital platform providers, technology experts, psychologists, and civil society organizations must be intensified through both formal and informal mechanisms. The establishment of joint Standard Operating Procedures (SOPs) for reporting, investigation, case handling, and victim recovery related to digital violence will facilitate a faster, more structured, and child-sensitive handling process, concurrently addressing challenges of cross-border jurisdiction and evidence collection.

Lastly, key strategic recommendations include enhancing digital literacy across all segments of society from young children to parents and educators with a specific focus on online risk recognition, digital ethics, and safe reporting practices. Children must be empowered with self-protection skills and knowledge of their rights. For victims, holistic recovery must extend beyond psychological and medical care to encompass digital clean-up and ongoing legal and social support, crucial for preventing re-victimization. This comprehensive strategy is designed to ensure the optimal effectiveness of the Child Protection Law in the digital era.

The novelty of this research stems from its holistic approach and in-depth evaluation of the effectiveness of the Child Protection Law (UU Perlindungan Anak) specifically within the challenging context of child violence in Indonesia's digital era. While existing scientific literature has extensively discussed the phenomenon of child violence and its general legal aspects, and some studies have partially addressed cyber violence, there remains a critical gap. Comprehensive research integrating an analysis of the Child Protection Law's substance with the dynamics of digital violence from an overarching implementation and handling perspective is lacking, especially regarding the long-term psychosocial impacts and mental health risks associated with online victimization (Mathews et al., 2026). Prior work often identifies types of digital violence or evaluates the Law solely in conventional contexts, such as child marriage or general protection, leaving unaddressed the crucial question of how effective and responsive the current legal framework truly is to the complexity and rapid evolution of cybercrimes targeting children in Indonesia (Pratiwi et al., 2025).

This research uniquely assesses the capacity of the Child Protection Law and the multi-faceted roles of various actors government, law enforcement, community, families, and digital platforms in both preventing and addressing child violence. This integrated approach is further strengthened by employing the Theory of Legal Effectiveness as an analytical lens, which is essential to bridge the gap between national mandates and multilevel institutional implementation in local communities (Maemunah et al., 2026). Furthermore, the originality of this research is evident in its focus on adaptive policies that can address emerging digital harms, such as privacy breaches and domestic surveillance, which often outpace current regulatory frameworks (Bagheri, 2026). By formulating concrete, empirically-based policy recommendations, this study aims to ensure that the legal response consistently upholds the best interests of the child in every judicial and social intervention (Fedro & Arifin, 2025). Consequently, this study is expected to make a significant contribution to refining child protection policies in Indonesia, rendering them more adaptive and effective in confronting the challenges of the digital era.
Beyond its academic contributions, this research aims to significantly enhance public awareness and participation in digital child protection. By clarifying various forms of online violence and meticulously analyzing the Child Protection Law's efficacy, it will better inform communities, particularly parents and educators, about prevalent digital risks. Increased family digital literacy will foster proactive prevention strategies, such as responsible online supervision and comprehensive cybersecurity education for children. The study also endeavors to help reduce social stigma, thereby encouraging victims to seek necessary support. Indirectly, the recommendations generated by this study are poised to drive crucial policy reforms and capacity building among key stakeholders, ultimately leading to adaptive regulations and highly effective strategies for handling cybercrimes. The ultimate goal is to cultivate a safer digital ecosystem for Indonesian children, reinforcing their fundamental right to protection and fostering a more aware and responsible society for future generations.
CONSLUSION
Comprehensively, although Indonesia's Child Protection Law (UU Perlindungan Anak) has served as a vital legal foundation for child protection, the effectiveness of its implementation in preventing and handling child violence in the digital era is still far from optimal. This finding is revealed through an in-depth analysis of the Law's substance, which demonstrates interpretive capacity but lacks explicit provisions for cybercrime, as well as an evaluation of its on-the-ground implementation, which encounters various obstacles. In prevention, its effectiveness is eroded by the slow adaptation of regulations to digital modus operandi, inadequate capacity of law enforcement, low digital literacy within society and families, and insufficient proactive commitment from platform providers. Similarly, in case handling, the process from reporting to victim recovery is frequently hindered by challenges related to digital evidence, complex jurisdictional issues, a limited understanding of cybercrime within the judiciary, and recovery support that is often neither holistic nor adequately adapted to the impacts of digital trauma. Therefore, this research concludes that to achieve effective child protection in the digital era, responsive legal reforms, systematic capacity building for all relevant actors, and enhanced integrated cross-sectoral collaboration are imperative. These measures are essential to transform the Child Protection Law into an adaptive, robust, and responsive instrument against the evolving dynamics of child violence in the digital world.
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